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DUH FRQVWDQWO\SDWFKLQJYXOQHUDELOLWLHV FRQWLQXHV'HVSLWH FRQWLQXRXV LQFUHDVHRI LQYHVWPHQWV LQ VHFXULW\E\ ODUJH










FRPSDQ\VHFRQGO\ WRGLYLGH WKHEXGJHWDPRQJVHFXULW\FRQWUROV WREX\DQG WRXSGDWH$QRWKHU LQWHUHVWLQJ LVVXH
ZKLFKLVEH\RQGWKHVFRSHRIWKLVSDSHULVKRZWRDFWLQWKHFDVHRIDEUHDFKZKLFKFRXQWHUPHDVXUHVWRDSSO\ZKHQ
DQDWWDFNKDSSHQVDQGKRZWRSHUIRUPLQFLGHQWUHVSRQVHPRVWHIILFLHQWO\
7KH SUREOHP RI FKRRVLQJ D EXGJHW WR EH VSHQW LV D PDQDJHPHQW GHFLVLRQ XVXDOO\ PDGH E\ WKH ERDUG RI
GLUHFWRUVRZQHUVRIFRPSDQ\WRJHWKHUDQGLVLQIRUPHGE\&KLHI,QIRUPDWLRQ6HFXULW\2IILFHU&,627KHGHFLVLRQ
PDNLQJLQYROYHVHVWLPDWLQJULVNVUHODWHGWRSRWHQWLDODWWDFNVDQGVHFXULW\EUHDFKHVDQGFRQVLGHULQJKRZZHOORWKHU
















FRQVLGHUHGIRUERWK LQGLFDWHGSUREOHPVDQG LQ6HFWLRQZHSURSRVHRXUDSSURDFK WRVROYLQJ WKHVHSUREOHPV7KH
SUHVHQWHGDSSURDFKLVLOOXVWUDWHGZLWKDQH[DPSOHLQ6HFWLRQ:HGUDZFRQFOXVLRQVDQGLQGLFDWHIXWXUHGLUHFWLRQVIRU
WKLVZRUNLQ6HFWLRQ
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%XGJHWDQGVHFXULW\FRQWUROVVHOHFWLRQ
2QHRIWKHPDLQFKDOOHQJHVLQWKHVHFXULW\LQGXVWU\LVWKHGLIILFXOW\RIGHPRQVWUDWLQJDQGTXDQWLI\LQJWKHEHQHILWRI
VHFXULW\ LQYHVWPHQWV WR FRQYLQFHPDQDJHUV WR LQYHVW LQ VHFXULW\7KHGLIILFXOWLHV LQGHILQLQJ F\EHUVHFXULW\ FUHDWH
FRQIXVLRQDQGDODFNRISXEOLFXQGHUVWDQGLQJRIF\EHUVHFXULW\WKUHDWV>@+HQFHSRWHQWLDOUHVLVWDQFHRIPDQDJHUV
WRLQYHVWLQWRF\EHUVHFXULW\PD\EHUHODWHGWRVXFKOXFNRIXQGHUVWDQGLQJ7RKHOSPDQDJHUVWRPDNHLQIRUPHGGHFLVLRQ
DERXW WKHVHFXULW\EXGJHWVHYHUDOHGXFDWLRQDOVHVVLRQVDERXWVHFXULW\ WKUHDWVPD\EHRUJDQL]HG,Q WKLVVHFWLRQDQ
DSSURDFKIRUKHOSLQJPDQDJHUVRQVHFXULW\EXGJHWVHOHFWLRQDQGLWVDOORFDWLRQEHWZHHQVHFXULW\FRQWUROVLVSURSRVHG
EDVHGRQSRUWIROLRVHOHFWLRQSUREOHPZHOONQRZQLQILQDQFLDOPDQDJHPHQW
2.1. Budget selection 
,QEXGJHWVHOHFWLRQRQHFRQVLGHUVVHFXULQJDFRPSDQ\DVDUHZDUGLQJDFWLYLW\HJE\YLHZLQJORVVSUHYHQWLRQZLWK
VHFXULW\FRQWUROVDVJDLQVUHODWLYHWRDEDVHOLQHZLWKRXWWKHP6XFKDFWLYLW\UHTXLUHVVRPHUHVRXUFHVDQGOHDGVWR









EXGJHWRI WKHFRPSDQ\GLIILFXOW6ROXWLRQVIRU WKLVSUREOHPFDQEHIRXQGZLWK WKHKHOSRIJURXSGHFLVLRQPDNLQJ
DSSURDFKHVVHHHJ>@$IWHUWKHEXGJHWIRUSURWHFWLQJFRPSDQ\IURPSRWHQWLDODWWDFNVLVFKRVHQE\WRSPDQDJHUV
&,62KDVWRPDNHGHFLVLRQVDERXWKRZWRVSHQGWKHDOORFDWHGEXGJHWZLVHO\
2.2. Traditional security risk 
$ODUJHQXPEHURISRWHQWLDOWKUHDWVH[LVWWKDWPLJKWKDSSHQZLWKVRPHSUREDELOLW\WRDQ\FRPSDQ\JRYHUQPHQWDO






H[LVWLQJ YXOQHUDELOLWLHV RI WKH FRPSDQ\¶V DVVHWV Vi  ^` HVWLPDWLQJ SUREDELOLWLHVOLNHOLKRRG pij  >@ RI
H[SORLWLQJYXOQHUDELOLWLHVViYLDSRWHQWLDOWKUHDWVTj^`DQGLPSDFWRIVXFKH[SORLWDWLRQVIi^`ZKHUH
i={1,…,n}DQGj={1,…,m}LQGLFDWHYXOQHUDELOLWLHVDQGWKUHDWVUHVSHFWLYHO\










SUREOHP ZKHQ FRPSDUHG WR VWDQGDUG FRQWLQXRXV /HW x GHQRWH WKH FKRLFH RI VXEVHW RI FRQWUROV HJ
x                       TPHDQVWKDWx2DQGx5FRQWUROVDUHVHOHFWHGERXJKW
)RUWKLVWKH&,62KDVWRHYDOXDWHKRZZHOOHDFKFRQWUROxlSURWHFWVHDFKYXOQHUDELOLW\Vi.6HH7DEOHIRUVXFKYDOXHV
tli^`DVVXJJHVWHGLQ>@1RWHWKDWQHJDWLYHYDOXHVRItliVKRZWKDWQHZULVNVDUHLQWURGXFHGE\XVLQJ
FRQWUROtli LIFRQWUROxlLVQRWFRYHULQJYXOQHUDELOLW\Vi, DQGFRPSOHWHFRYHUZLWKtli 
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¦           
7KHQVXFKVXEVHWRIVHFXULW\FRQWUROVKDVWREHVHOHFWHGWKDWPLQLPL]HVWKHWRWDOORVVULVNDIWHUDSSO\LQJFRQWUROV
















,Q WKHDERYHGLVFXVVHGVHWWLQJV&,62 LV LQWHUHVWHG LQDOORFDWLQJ WKHDYDLODEOHEXGJHW LQWREHVWFRQWUROV LH WKH
FRQWUROVZLWKPD[LPDOWRWDOHIILFLHQF\RISURWHFWLQJWKHFRPSDQ\DJDLQVWDVPDQ\DVSRVVLEOHNQRZQDQGGHVLUDEO\
XQNQRZQSRWHQWLDOWKUHDWV7KLVZLOOPD[LPL]HWKHH[SHFWHGUHWXUQRUJDLQIURPWKHLQYHVWPHQW1RWHWKDWFRQWUROV
















VSHFLHV RI ELRORJLFDO SRSXODWLRQ IRU IXWXUH SUHVHUYDWLRQ HJ VHYHUDO SODQWV VSHFLHV IRU WKHLU SRWHQWLDO IXWXUH \HW
XQNQRZQSKDUPDFHXWLFDOEHQHILWLWLVLPSRUWDQWWRVHOHFWDVGLYHUVHVSHFLHVDVSRVVLEOH>@


























BxCtsxandxE dPLQPD[ V       
1RWHWKDWWKHUHPD\EHVHYHUDORIVXFKRSWLPDOVXEVHWVVHOHFWLQJRQHDPRQJZKLFKLVQRWWULYLDO













       
7KHPD[LPL]DWLRQRIWKH6KDUSUDWLRW\SLFDOO\OHDGVWRDVRFDOOHGNQHHSRLQWVROXWLRQRQWKH3DUHWRIURQWZKLFKLV
DSRLQW LQZKLFK WKH ORVVHVDVFRPSDUHG WR WKHEHVWDWWDLQDEOHYDOXHIRUERWKREMHFWLYHVKHUHH[SHFWHGUHWXUQDQG
VWDQGDUGGHYLDWLRQDUHVPDOO4XDGUDWLFSURJUDPPLQJWHFKQLTXHVFDQEHXVHGWRGHWHUPLQHSRLQWVRQWKH3DUHWRIURQW
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7DEOH,PSDFWRI9XOQHUDELOLWLHV
9XOQHUDELOLW\ ͳ ʹ ͵ Ͷ ͷ ͸ ͹ ͺ ͻ ͳͲ
,PSDFWRQ&,$ 333 333 &&& 333 333 113 333 &&& 333 &&&
,PSDFWIi           
7DEOH&RVWVRIFRQWUROVFRXQWHUPHDVXUHV
&RQWURO[O x1 x2 x3 x4 x5 x6 x7 x8 x9 x10 x11 x12
&RVW            

&RQWUROݔ௟ x13 x14 x15 x16 x17 x18 x19 x20 x21 x22 x23 x24
















tli V1 V2 V3 V4 V5 V6 V7 V8 V9 V10
x1          
x2          
x3          
x4          
x5          
x6          
x7          
x8          
x9          
x10          
x11          
x12          
x13          
x14          
x15          
x16          
x17          
x18          
x19          
x20          
x21          
x22          
x23          
x24          
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,Q WKLV UHVHDUFKZH GLVFXVV WKH SUREOHP RI VHFXULW\ FRQWUROV VHOHFWLRQ IURP DPDQDJHULDO SRLQW RI YLHZ ,W LV
DGYRFDWHGWRYLHZWKHLPSOHPHQWDWLRQRIVHFXULW\FRQWUROVDVDSURILWDEOHLQYHVWPHQW%\YLHZLQJWKHVFHQDULRRIQRW
XVLQJDQ\VHFXULW\FRQWUROVDV WKHEDVHOLQHVFHQDULR LW LVSRVVLEOH WRDVVLJQSRVLWLYHJDLQV WRVHFXULW\ LQYHVWPHQWV
ZKLFKSXWVXVLQWRWKHSRVLWLRQWRDSSO\FODVVLFDODQGZHOOHVWDEOLVKHGWRROVIURPILQDQFLDOLQYHVWPHQWWKHRU\WRWKH
SUREOHPRIVHOHFWLQJVHFXULW\FRQWUROV7KHVHWRROVEDODQFHULVNDQGUHWXUQLQDQRSWLPDOZD\HJE\PD[LPL]LQJWKH
6KDUSH UDWLR )URP RXU H[DPSOH LW EHFRPHV FOHDU WKDW WKH VWUDWHJ\ FDQ EH LPSOHPHQWHG EDVHG RQ UHDOLVWLF GDWD
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